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§103.510

(j) Procedures for periodic plan re-
view, exercise, and updating;

(k) Procedures for reporting trans-
portation security incidents (T'SI);

(1) Identification of, and methods to
communicate with, Facility Security
Officers (FSO), Company Security Offi-
cers (CSO), Vessel Security Officers
(VSO), public safety officers, emer-
gency response personnel, and crisis
management organization representa-
tives within the port, including 24-hour
contact details;

(m) Measures to ensure the security
of the information contained in the
AMS Plan;

(n) Security measures designed to en-
sure effective security of infrastruc-
ture, special events, vessels, pas-
sengers, cargo, and cargo handling
equipment at facilities within the port
not otherwise covered by a Vessel or
Facility Security Plan, approved under
part 104, 105, or 106 of this subchapter;

(0) Procedures to be taken when a
vessel is at a higher security level than
the facility or port it is visiting;

(p) Procedures for responding if a ves-
sel security alert system on board a
vessel within or near the port has been
activated;

(q) Procedures for communicating
appropriate security and threat infor-
mation to the public;

(r) Procedures for handling reports
from the public and maritime industry
regarding suspicious activity;

(s) The jurisdiction of Federal, State,
Indian Tribal, and local government
agencies and law enforcement entities
over area security related matters;

(t) Security resources available for
incident response and their capabili-
ties;

(u) Procedures for responding to a
TSI;

(v) Procedures to facilitate the recov-
ery of the Marine Transportation Sys-
tem after a TSI; and

(w) Identification of any facility oth-
erwise subject to part 105 of this sub-
chapter that the COTP has designated
as a public access facility within the
area, the security measures that must
be implemented at the various
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MARSEC Levels, and who is respon-
sible for implementing those measures.

[USCG-2003-14733, 68 FR 39290, July 1, 2003, as
amended at 68 FR 60482, Oct. 22, 2003; USCG-
2006-24196, 72 FR 3579, Jan. 25, 2007]

§103.510 Area Maritime Security
(AMS) Plan review and approval.

Each AMS Plan will be submitted to
the cognizant District Commander for
review and then forwarded to the Area
Commander for approval.

§103.515 Exercises.

(a) The COTP shall coordinate with
the Area Maritime Security (AMS)
Committee to conduct or participate in
an exercise at least once each calendar
year, with no more than 18 months be-
tween exercises, to test the effective-
ness of the AMS Plan.

(b) An exercise may consist of any of
the following:

(1) A tabletop exercise to validate the
AMS Plan. No equipment or personnel
deployment is required;

(2) A field training exercise con-
sisting of personnel deployment and
use of security equipment; or

(3) A combination of §103.515(b)(1) and
(0)(2).

(c) Upon review by the cognizant Dis-
trict Commander, and approval by the
cognizant Area Commander, the re-
quirements of this section may be sat-
isfied by—

(1) Participation of the COTP and ap-
propriate AMS Committee members or
other appropriate port stakeholders in
an emergency response or crisis man-
agement exercise conducted by another
governmental agency or private sector
entity, provided that the exercise ad-
dresses components of the AMS Plan;

(2) An actual increase in MARSEC
Level; or

(3) Implementation of enhanced secu-
rity measures enumerated in the AMS
Plan during periods of critical port op-
erations or special marine events.

[USCG-2003-14733, 68 FR 39290, July 1, 2003, as
amended at 68 FR 60483, Oct. 22, 2003]

§103.520 Recordkeeping.

(a) All records pertaining to the Area
Maritime Security (AMS) Assessment
and AMS Plan will be retained by the
COTP for b5 years.
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Coast Guard, DHS

(b) Exercise documentation will be
kept by the COTP for 2 years.

PART 104—MARITIME SECURITY:
VESSELS

Subpart A—General

Sec.
104.100
104.105
104.106
104.107
104.110
104.115
104.120
104.125
104.130
104.135
104.140
104.145
tive.
104.150 Right to appeal.

Definitions.

Applicability.

Passenger access area.
Employee access area.
Exemptions.

Compliance.

Compliance documentation.
Noncompliance.

Waivers.

Equivalents.

Alternative Security Programs.
Maritime Security (MARSEC) Direc-

Subpart B—Vessel Security Requirements

104.200
104.205
104.210

Owner or operator.

Master.

Company Security Officer (CSO).

104.215 Vessel Security Officer (VSO).

104.220 Company or vessel personnel with
security duties.

104.225 Security training for all other vessel
personnel.

104.230 Drill and exercise requirements.

104.235 Vessel recordkeeping requirements.

104.240 Maritime Security (MARSEC) Level
coordination and implementation.

104.245 Communications.

104.250 Procedures for interfacing with fa-
cilities and other vessels.

104.255 Declaration of Security (DoS).

104.260 Security systems and equipment
maintenance.

104.265 Security measures for access con-
trol.

104.267 Security measures for newly hired
employees.

104.270 Security measures for restricted
areas.

104.275 Security measures for handling
cargo.

104.280 Security measures for delivery of
vessel stores and bunkers.

104.285 Security measures for monitoring.

104.290 Security incident procedures.

104.292 Additional requirements—passenger
vessels and ferries.

104.295 Additional
ships.

104.297 Additional requirements—vessels on
international voyages.

requirements—cruise

Subpart C—Vessel Security Assessment
(VSA)

104.300 General.

§104.105

104.305 Vessel Security Assessment (VSA)
requirements.
104.310 Submission requirements.

Subpart D—Vessel Security Plan (VSP)

104.400 General.

104.405 Format of the Vessel Security Plan
(VSP).

104.410 Submission and approval.

104.415 Amendment and audit.

AUTHORITY: 33 U.S.C. 1226, 1231; 46 U.S.C.
Chapter 701; 50 U.S.C. 191; 33 CFR 1.05-1, 6.04—
11, 6.14, 6.16, and 6.19; Department of Home-
land Security Delegation No. 0170.1.

SOURCE: USCG-2003-14749, 68 FR 39302, July
1, 2003, unless otherwise noted.

Subpart A—General

§104.100 Definitions.

Except as specifically stated in this
subpart, the definitions in part 101 of
this subchapter apply to this part.

§104.105 Applicability.

(a) This part applies to the owner or
operator of any:

(1) Mobile Offshore Drilling Unit
(MODU), cargo, or passenger vessel
subject to the International Conven-
tion for Safety of Life at Sea, 1974,
(SOLAS), Chapter XI-1 or Chapter XI-
2;

(2) Foreign cargo vessel greater than
100 gross register tons;

(3) Self-propelled U.S. cargo vessel
greater than 100 gross register tons
subject to 46 CFR subchapter I, except
commercial fishing vessels inspected
under 46 CFR part 105;

(4) Vessel subject to 46 CFR chapter
I, subchapter L;

(5) Passenger vessel subject to 46 CFR
chapter I, subchapter H;

(6) Passenger vessel certificated to
carry more than 150 passengers;

(7) Other passenger vessel carrying
more than 12 passengers, including at
least one passenger-for-hire, that is en-
gaged on an international voyage;

(8) Barge subject to 46 CFR chapter I,
subchapters D or O;

(9) Barge carrying certain dangerous
cargo in bulk or barge that is subject
to 46 CFR Chapter I, subchapter I, that
is engaged on an international voyage.

(10) Tankship subject to 46 CFR chap-
ter I, subchapters D or O; and
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